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The Internet of Vulnerabilities
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When Worlds Collide

Produce,
modify, and
automate

People,
places and

things

Compute,
analyze and

communicate

Sense,
capture/create,

connect, and
collaborate

PHYSICAL

DIGITAL



Digital Risks become Physical
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“Printers – what’s the worst 
that can happen?”

“I  see Endpoints as 
commodit ies”

“My Next Generation endpoint 
protection Suite adequately 
monitors all  my endpoints”

T h r e e  r e a s o n s  f o r  
a v o i d i n g  t h e  e n d p o i n t  

s e c u r i t y  d e c i s i o n  
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September 2018 
Norwegian Parliament shut down several MFPs due to 
security concerns and investigation following possible 
foreign intelligence/espionage situation.  

Stickers read: “Very important”  “do not use”, “IT dept”



First “Printer” Hack … 1963
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PC Firmware Hack for all

8

BIOS hacking is becoming mainstream…



ENDPOINTS ARE THE

Enterprise
data center and
cloud services

9



10

• Future devices will need to 
survive future threats

• Analyzing emerging threats 
and attack trends to inform 
security research

• Analyzing and detonating 
malware state of-the-art in 
our own Malware Lab

SECURITY

ANTICIPATING 
THREATS
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Protect

DetectRecover

Software / network security 

are not enough 

Must start from the 

hardware up

DESIGN FOR CYBER-RESILIENCE
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Technology

People Processes
Who do stuff How stuff is done

Allows stuff to be done

But Security is not only about Technology….
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HP Security Advisory Service
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Provide recommendations
(security roadmap)

Identify the Risk 
&

Estimate impact 

Onsite 
risk assessment

?
Unknown Risks Identify & Mitigate Manage residual risk



The Classic Trade-Off
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SECURITY

FUNCTIONALITY

Productivity

Budget

Efficiency

Costs

Talent?

Resources

Complexity

Move to the Cloud?

Contractual Obligations

Cybercrime and Compliance 

ROI?
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SAS Results – Ugly Truths

Patch Management

Misalignment between 
Governance and Operations

Data Security

LifeCycle Management & 
Business Continuity

Asset Management & 
Configuration

Logging and Monitoring 
Activities
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Top Findings

1. The printing environment is divided in a well-managed, centralised, 
environment (e.g. MFPs) and a decentralized, unmanaged 
environment (e.g. label printers, plotters). These unmanaged devices 
were found to be missing even the most basic security hygiene. 

2. The whole printing environment is proactively managed, but there is 
no detective or reactive security component in place. Configuration or 
log event monitoring is non-existent and any security incidents 
originating from print solutions or devices may go unnoticed.



Security by Obscurity

“If no one notices the endpoint is vulnerable, 
then it isn’t vulnerable”
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Legacy System 
compromised 

(1970!)

Inaccurate list of 
Assets

IDS/IDS had 
expired SSL 
certificates

Upon update, 
immediate 

detection of 
suspicious traffic

Disconnection 
between ITSEC 
and Operations

PII data, Usernames 
and Passwords 

stored in un-
encrypted files

Access Control not 
implemented 

correctly 
(DB access not 

restricted or 
monitored) 

Security 
Standards &

Guidelines not 
enforced

Network 
Segmentation 
missing for the 

compromised Apps. 
(DMZ access to 

parts of the 
network)

Where have we seen all this before?
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End to End Security
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Security assessments, security 
implementation, ongoing 
compliance, risk management

Security Services

End-to-end security and monitoring 
solutions (data, devices, documents…)

Management and 
monitoring solutions

Protection, detection and recovery 
capabilities at the deepest level

State of the art 
secure devices



Sales Kickoff 
Meeting 2017

IGNITEThank You
Stefan Dydak
EMEA Senior Security Advisor
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